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Ransomware

Ransomware is a type of malicious event where attackers encrypt an organization’s data and demand payment to
restore access. Attackers may also steal an organization’s information and demand an additional payment in return
for not disclosing the information to authorities, competitors, or the public. '

The probability of aransomware event

This paper expands on earlier Bitsight analysis of ransomware probability to allow for the creation of a heat map
providing relative sector rankings. This type of ranking provides an easy-to-use framework for analysts across finance,
credit,and insurance to informrisk decisions at the sector level. As such, quartiles were created by examining a binary
measure: “is this organization at anincreased risk of ransomware, or not?” This approach was applied to over 300,000
organizations’ security performance risk vectors, as measured by Bitsight. Once the binary measure was examined,
the datawere organized into sectors and performance quartiles were created. Bitsight showed that three risk vectors
—Patching Cadence, TSL/ SSL configurations,and TLS/ SSL certificates—displayed the strongest correlation to an
organizationincreased likelihood of experiencing aransomware event. The Bitsight study “Evidence-Based Strategies
to Lower Your Risk of Becoming a Ransomware Victim” showed that the grades listed correlate to an increased
likelihood that a company will experience aransomware event.

The following is a summary of the findings from this earlier research:

Patching cadence
Measures how many systems within an organization’s network are affected by important vulnerabilities, and how
quickly the organization remediates them.

Increase in ransomware risk
N

ForD (¢} B A
Patching cadence grade

The above figure shows A as the baseling; Bisa 4.4x increase; Cisa6.8xincrease;and D or Fisa 7.3xincreasein the
likelihood of experiencing aransomware event.

"NISTIR 8374, Ransomware Risk Management: A Cyberrsecurity Framework Profile | CSRC
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TLS/ SSL certificates
Measures whetheracompany has properly obtained and deployed TLS/ SSL encryption certificates thatare used to
secure communication over the Internet.
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TLS/SSL certificates grade

The above figure shows A as the baseline; Bisa 2.6x increase; Cisa2.9x increase;and D or Fisa 3.1xincrease in the
likelihood of experiencing aransomware event.

TLS/ SSL configurations
Measures whether acompany has correctly configured security encryption software and whether that software utilizes
strong encryption protocols when making encrypted connections to other machines.
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TLS/SSL certificates grade

The above figure shows A as the baseline; Bisa 2.6x increase; Cisa 3.7x increase;and D or Fisa 5.6x increase in the
likelihood of experiencing aransomware event.
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Methods

Comparingrelative sector ransomware risk

To compare the relative risk of ransomware by sector, Bitsight counted the proportion of companies scoring lower
than an “A” on Patching Cadence, TLS/ SSL configurations, and TLS/ SSL certificates within each sector. Lower
scores in these risk vectors were demonstrated by Bitsight to correlate with a higher risk of ransomware. Once the
proportion of companies per sector scoring lower than an “A” were calculated, the sectors were organized into quartiles
and given a rank between 1 and 4. This ranking allows for a relative comparative analysis of which sectors had the
highest proportion of companies at an increased risk of ransomw are events based on Bitsight's vectors. Below, we
provide an illustrative example calculation focusing on only one risk vector, Patching Cadence. For demonstration
purposes, all values and sector descriptions in this section are fictitious.

Sector X SectorY SectorZ Sector Q
) A:3 A:l A:3 A:l
Patching cadence grades B2 B3 B 1 B.5
by company
C:4 C:1 C:2 C:10
D/F:1 D/F:1 D/F:0 D/F:3

The relative proportion of the increased risk is then calculated with the following method:

Companiesin sector scoring less than A

Total number of companies in sector

Where:

p = Proportion of companies in sector at anincreased ransomware risk due to the risk vector in question
(inthis example, Bitsight's Patching Cadence risk vector).

This method allows for a relative comparison of the risk sectors by sector as follows:

Sector X SectorY SectorZ SectorQ

Proportion of companies in sector at an
increased risk of ransomware due toaB 70 83 50 95
or lower patching cadence grade

2 Bitsight Security Ratings Correlate to Ransomware
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Once the proportion of companies at an increased risk of a ransomware event is calculated per sector for the risk
vector in question (again, Patching Cadence in this example), quartiles are formed using the ranges observed in the

results. The sector quartiles are calculated using the following formulas:

Pythonic pseudocode

Q1=np.percentile([dataset], 25)
Q2 = np.percentile([dataset], 50)
Q3 =np.percentile([dataset], 75)

The quartile values are as follows:

Calculated quartiles

Q1 0.65
Q2 0.765
Q3 0.86

Using the quartile values shown above, each sector is given a rank value depending on where it falls in the

quartile range:

Proportion to quartile to rank

Proportion of entities in sector

Quartile Rank
withincreased risk (p)
p <065 1 1
065< p <0765 2 2
0.765< p <0.86 3 3
p > 0.86 4 4

Finally, projecting each sector’s rank back into the quartiles ranking table looks as follows:

Quartile Rank

Sector Z 0.50
Sector X 0.70
Sector Y 0.83
Sector Q 0.95

A W N
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Results

Sectors examined

e Aerospace/ Defense e Engineering
e Business Services e Finance

e Consumer Goods

e Credits Union

e Education

e Energy/Resources e Insurance

Relative risk matrix

e Food Production
e Government/ Politics

e Healthcare/ Wellness

SECTOR

Aerospace/Defense
Education
Government/Politics
Telecommunications
Transportation
Lhilities

Consumer Goods
Energy/Fesources
Manufacturing
Madia/Entertainment
Retail

Technology
Engineeting

Food Production
Real Estate
Tourism/Hospitality
Business Services
Credit Union
Finance
Healtheare/Wellness
Insurance

Legal
Nenprofit/ NGO

Average
Rank

B R R RO W W W W W o 4 B o i
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e Legal Technology
e Manufacturing Telecommunications
e Media/ Entertainment Tourism/Hospitality
e Nonprofit/NGO Transportation
e RealEstate Utilities
e Retall
Patching TLS/SSL TLS/SSL
Cadence Certificates Configurations

4 4 4

4 4 4

4 4 4

4 4 4

4 3 4

4 4 3

3 3 2

3 4 3

2 3 3

a 2 3

3 3 4

? 3 3

2 2 2

3 2 2

1 2 2

2 2 2

1 1 1

1 1 1

1 2 1

1 1 2

2 1 1

1 1 1

2 1 1
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Conclusion

By examining each sector’s performance across the three Bitsight risk vectors found to be correlated to ransomware
probability, we established a relative sector ranking that measures the proportion of organizations within a sector at
an increased risk of ransomware. The risk vectors examined in this study are (1) Patching Cadence, (2) TLS/SSL
configurations, and (3) TLS/SSL certificates.

When examining sector performance for patching cadence, the top three performing sectors are credit unions, business
services, and legal; the proportion of companies found to achieve a grade of less than an “A” is 0.20, 0.20, and 0.21,
respectively. The sectors performing the worst with respect to patching cadence were government, education, and
telecommunications; the proportion of companies found to achieve a grade of less thanan “A”is 0.34,0.38,and 0.46,
respectively.

With respect to TLS/SSL certificates, the top three perfoming sectors are legal, nonprofits, and credits union; the
proportion of companies that were found to achieve a grade of less thanan “A” were all 0.0.36, 0.36, and 0.37, respectively.
The sectors performing the worst with respect to TLS/SSL certificates were utilities, education, and telecommunications;
the proportion of companies found to achieve a grade of less thanan “A” is 0.48, 0.51,and 0.69, respectively.

Finally, studying TLS/SSL configurations, the top three perfoming sectors were credit unions, insurance, and finance;
the proportion of companies found to achieve agrade of lessthanan “A”is 0.54, 0.61,and 0.62, respectively. The sectors
performing the worst with respect to TLS/SSL configurations are education, government/ politics, and telecommunications;
the proportion of companies found to achieve a grade of less thanan “A”is 0.73,0.74,and 0.83, respectively.

Perhaps the most interesting insight that can be gleaned from this analysis is the average of the quartile rankings for
each vector. To derive the average, all three quartile scores were summed and divided by 3. The most notable top
performers were finance and business services, both of which have a high level of digitization and an average quartile
rank of 1. The most notable poor performers were utilities, education, and government/politics. These sectors all
represent high systemic risk sectors and all score a 4 for the average quartile ranking.

As sector digitization, each sector’s ability to protect against cyber risk must also increase. Highly digital sectors such
as finance, technology, and business services must continue to invest in cybersecurity to set the tone for defense in
the remaining sectors.
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