























Conclusion

Although GPS trackers have existed for many years, streamlined manufacturing of these devices has made
accessible to anyone. Having a centralized dashboard to monitor GPS trackers with the ability to enable or dis
vehicle, monitor speed, routes and leverage other features is useful to many individuals and organizations. Ho
such functionality can introduce serious security risks.

Unfortunately, the MiCODUS MV720 lacks basic security protections needed to protect users from serious sec
issues. With limited testing, Bitsight uncovered a multitude of aws a ecting all components of the GPS tra
ecosystem.

Bitsight recommends that individuals and organizations currently using MiCODUS MV720 GPS tracking de\
disable these devices until a x is made available. Organizations using any MiCODUS GPS tracker, regardless
model, should be alerted to insecurity regarding its system architecture, which may place any device at risk.

This research highlights why it is critical to consider Internet of Things (IoT) devices in cyber resilience e
Implementing Internet-connected devices like the MiCODUS GPS trackers discussed in this report can expar
organization’s attack surface and expose individual consumers to new risks. Understanding how loT and
technologies impact risk should be considered essential.
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