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Wealth management 
firm gains insight into 
third-party risks.
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London, England
2000 employees

Challenge:

RBC Brewin Dolphin needed 
to better understand its attack 
surface and the associated 
vulnerabilities and risks that a 
hacker could exploit.

Like all financial services companies, RBC Brewin 
Dolphin —one of the UK’s leading wealth managers— 
takes cybersecurity very seriously. Because of the 
sensitive information held in its networks, any cyber 
incident can compromise client data, lead to financial 
losses, damage the firm’s reputation, and have regu-
latory consequences.
With a footprint of 33 o�ces across the UK, Jersey, 
and Republic of Ireland and an extensive digital supply 
chain, RBC Brewin Dolphin needed to understand its 
attack surface and the associated vulnerabilities and 
risks that a hacker could exploit.

Advisory and Assurance Manager at RBC Brewin Dolphin

James Arden

You can’t reduce the cyber risks faced 
by your organization if you don’t know 
what you’re up against — both internally
and across your vendor portfolio.”

Solution:
Third Party Risk Management,
Security Performance Management



—

In response to that need, the firm chose Bitsight for 
Security Performance Management (SPM). The 
solution provides deep insights into the firm’s secu-
rity posture and continuously monitors the attack 
surface for emerging risks.
When Arden joined the firm, he was charged with de-
signing and implementing new security initiatives in 
a swift, relevant, and pragmatic way. As such, he was 
curious to understand if Bitsight could address other 
use cases, notably the urgent need to understand 
third-party risk. Enter Bitsight for Third-Party Risk
Management (TPRM).
Today, the combined solutions provide holistic data-
driven insights and understanding into internal and
third-party risk profiles.

Now, RBC Brewin Dolphin can:

• Understand the firm’s security posture and identify 
hidden risk using Bitsight Security Rating
• Enhance their security questionnaires process to 
achieve unparalleled and trusted insight into and 
validation of its vendors’ security postures.
• Improve due diligence by understanding where the 
firm’s digital assets are located and the vulnerabilities 
present in vendor digital ecosystems.
• Collaborate with suppliers to investigate cyber risk 
and vulnerabilities in their networks.
• Evaluate the security performance of future vendors 
before risk is introduced into its digital ecosystem

An in-depth understanding of first- and third-party cyber risks

The addition of Bitsight to RBC Brewin Dolphin’s 
third-party due diligence process has enabled a 
more comprehensive assessment and informed de-
cisionmaking.
Explains Arden: “When a third-party responds to a 
security question we use Bitsight for TPRM to further 
validate that response. For example, if Bitsight de-
tects that a supplier has an indicator of risk or less 
than perfect security posture, we can confidently re-
quest them to investigate further.”
But Bitsight’s value extends beyond due diligence. 
“Bitsight’s findings have greatly informed our un-

derstanding of our vendor ecosystem – where their 
digital assets are based, the vulnerabilities present 
in their digital ecosystems, and risky fourth-party 
relationships,” said Arden.
One of Arden’s favorite components of Bitsight is its 
integration with News Feeds (a news aggregator of 
global cybersecurity incidents). “As a result of this 
visibility, I can understand the security posture of 
third-party vendors we may work with but have never 
scrutinized before – and even that of future potential 
vendors.”

Stopping risk before it enters the firm’s supply chain

Advisory and Assurance Manager at RBC Brewin Dolphin

James Arden

Bitsight immediately shone a light on hidden risk in our own vendor portfolio, particularly 
critical third parties in the technology sector. Before Bitsight, we relied on what our 
vendors told us, but now we have a complete picture of risks that would have otherwise 
gone undiscovered.”



Furthermore, Bitsight illuminates the connections 
between vendors and peers, and how these relation-
ships impact risk.
Per Arden: “The more organizations vendors work 
with, the greater the chances they could introduce 
risk into our company. Therefore it’s helpful to be 
aware of the size of our vendors’ networks. Bitsight 
for Third- Party Management gives us this level of 
insight. For example, we can now determine if a ven-
dor is used by 95% of the financial services industry 
and how that type of footprint could impact our risk 

exposure. That’s information we wouldn’t have oth-
erwise. With Bitsight, we learn fundamental things 
about our extended cyber risk landscape that we 
didn’t even realize we needed to know!”
Some of RBC Brewin Dolphin’s vendors have seen 
the success the firm has had with Bitsight – and have 
chosen to adopt the technology to better secure 
their own businesses. “When we point out that their 
business is at risk and they need to clean up their act, 
we’ve seen a few companies turn to z with similar 
success to what we’ve experienced.”

Understanding risky connections

Advisory and Assurance Manager at RBC Brewin Dolphin

James Arden

When a third-party responds to a security question we use Bitsight for TPRM to further 
validate that response. For example, if Bitsight detects that a supplier has an indicator of 
risk or less than perfect security posture, we can confidently request them to 
investigate further.”

B O STO N (H Q)B O STO N (H Q) R A L EI G H L I S B O N S I N G A P O R E B U EN O S A I R ESN E W YO R K

Bitsight is a cyber risk management leader transforming how companies manage exposure, performance, and risk for themselves and their third parties. 
Companies rely on Bitsight to prioritize their cybersecurity investments, build greater trust within their ecosystem, and reduce their chances of financial 
loss. Built on over a decade of technological innovation, its integrated solutions deliver value across enterprise security performance, digital supply 
chains, cyber insurance, and data analysis.

For Arden, Bitsight’s technology and data are only the 
beginning of why RBC Brewin Dolphin values its rela-
tionship with the company. The service and support Bit-
sight provides are equally important and have helped 
the firm remain protected from potential threats.
“The account team has been fantastic. When I start-
ed my journey with the firm, my objective was to un-
derstand what we use Bitsight for, untapped use cas-

es for the technology, and any capabilities we were 
missing,” said Arden. “Through training and aware-
ness, the team helped me – and anyone new to the 
business – explore all of Bitsight’s value. Plus, they 
were quick to take my feedback and use it to improve 
the platform.
If there are capabilities we’re missing or expect to 
see, they are incredibly quick to respond.”

Dedicated, responsive customer support
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